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ABSTRACT

Malware, such as a rootkit that modifies the kernel, can adversely affect the analyst’s judgment, making the analysis
difficult or impossible if a mechanism to evade memory analysis is added. Therefore, we plan to preemptively respond to
malware such as rootkits that bypass detection through advanced kernel modulation in the future. To this end, the main
structure used in the Windows kernel was analyzed from the attacker’s point of view, and a method capable of modulating
the kernel object was applied to modulate the memory dump file. The result of tampering is confirmed through
experimentation that it cannot be detected by memory analysis tool widely used worldwide. Then, from the analyst’s point
of view, using the concept of tamper resistance, it is made in the form of software that can detect tampering and shows
that it is possible to detect areas that are not detected by existing memory analysis tools. Through this study, it is judged
that it is meaningful in that it preemptively attempted to modulate the kernel area and derived insights to enable precise
analysis. However, there is a limitation in that the necessary detection rules need to be manually created in software
implementation for precise analysis.
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Table 1. Possible scenario lists for applying proposed attack method

wel ¥4 BES AH4Y

Type Point of attack Attack method Detection method
. Before/during/after Interfering with the creation Dump with
Scenario 1 . .
memory collection of a memory dump file follow-up
. After collecting Tampering after creating a Detection through
Scenario 2 . .
memory memory dump file hash comparison
. During/after Insert kernel object into Kernel object
Scenario 3 . . .. .
memory collection memory dump file association analysis
Scenario 4 Collecting memory Memory dump ﬁ‘le advanced -
tampering
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Table 2. Type of mainly used kernel structure to compromise the kernel

Section Kernel Structure Main variable Remark
PsActiveProcessHead Process list
PsLoadedModuleList Module list
KDDEBUGGER_DATA64 (KDBG) PspCidTable Process list
KiProcessorBlock Global variable
KernBase Global variable
DBKGD_DEBUG_DATA_HEADERG64 OwnerTag Kernel signature
0S KPRCB Major Version [ Minor Version Kernel version
KdVersionBlock debugging version
KPCR SelfPcr KPCR structure
KernBase Global Variable
DBGKD_GET VERSION64 PsLoadedModulelist Module list
DebuggerDataList KDBG structure
POOL_HEADER PoolTag Proa(50 72 6F E3)
OBJECT_HEADER Typelndex Object type
ActiveProcessLinks Process list
SessionProcessLinks Process list
Win32Process Process(Self)
EPROCESS ExitTime Process exit time
ObjectTable Process list
ImageFileName Process name
UniqueProcessld Process 1D
PROCESS InheritedFromUniqueProcessld Parent process 1D
DirectoryTableBase CR3 Register
KPROCESS ProcessListEntry Process list
ThreadListHead Thread list
PEB ImageBaseAddress Process ImageBase
1dr PEB_LDR_DATA
QuotaProcess Process list
HANDLE_TABLE UniqueProcessld Process 1D
HandleTableList Process list
tagPROCESSINFO Process Process list
InLoadOrderModuleList DLL list
PEB_LDR_DATA InMemoryOrderModuleList DLL list
InlnitializationOrderModuleList DLL list
RTL_USER_PROCESS DliPath DLL path
DLL/ PARAMETERS ImagePathN‘ame DLL nam-e
THREAD CommandLine Command line
ETHREAD Tch [ ThreadListEntry Thread list
KTHREAD Teb Thread Information
DllBase
LDR_DATA_TABLE_ENTRY FallDIName BaseDlIName MmLd(4D 6D 4C 64)
tagTHREADINFO pETHREAD ppi Thread
TCP_ENDPOINT Addrlnfo TepE(54 63 70 45)
NETWORK LocalPort RemotePort
TCP_LISTENER LocalAddr Port TepL(54 63 70 4C)
UDP_ENDPOINT LocalAddr Port UdpA(55 64 70 41)
MM_AVL_TABLE BalancedRoot Page attribute
INJECTION MM_ADDRESS_NODE Tag RightChild Page attribute
DRIVER DRIVER_OBJECT DriverName DriverStart Driver(44 72 69 F6)
REGISTRY CMHIVE Hive HiveList CM10(43 4D 31 30)
NOTIFICATION_PACKET ListEntry ToFs(49 6F 46 73)
CALLBACK SHUTDOWN_PACKET Entry ToSh(49 6F 53 68)
GENERIC_CALLBACK Callback Chrb(43 62 72 62)
FILE FILE_OBJECT Filename File(46 69 6C Eb5)
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Table 3. Rules to detect advanced kernel tampering

Section | Standard structure Index Value Rule
A. (0x00:0x08) “03 00 58 00 00 00 00 00"
B. (0x00:0x08) “03 00 58 00 01 00 00 00
C. [(0x0D:0x0F) ‘FF FF* (Al B & (C & D))
PROCESS BPROCESS D [0x16:0x18) “FF FF & (E & IF)
E. -(0x3C:0x38) “50 72 6F E3"
F. -(0x5C:0x58) “50 72 6F E3"
. “00 00 00 00 00 00 00 00
G. (0x00:0x10) 02 00 00 00 00 00 00 00"
NETWORK TCP_ENDPOINT H. (0x16:0x18) “FF FF’ G&H&I&J
1. (0x104:0x108) “04 00 00 00"
J. (0x23E:0x240) “FF FF’
K. (0x00:0x08] “05 00 D8 00 00 00 00 00
L. -(0x60:0x58) “00 04 00 00 80 01 00 00°
FILE FILE_OBJECT M. -(0x18:0x15) “1C 00 0C” (g %1\]{ |&:(§/§)
N. -(0x6F:0x6C) “00 15 02" :
0. -[0x6C:0x68) “46 69 6C E5
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Table 4. Attack method to bypass existing memory analysis and the result of bypassing
Section Module Bypass method T/F
imageinfo Modify the "KDBG" signature and DTB of Idle process T
08 kdbgscan Modify the "KDBG" signature T
kperscan Modify the KdVersionBlock variable of KPCR T
pslist Modify the PsActiveProcessHead variable of the KDDEBUGGER_DATA64 T
PROCESS psscan Modify the pool tag Proa(50 72 6F E3) of the POOL_HEADER T
pstree Modify the InheritedFromUniqueProcessld variable in the EPROCESS T
dlllist Modify the PEB_LDR_DATA address and LDR_DATA_TABLE_ETNRY T
variables InLoadOrderLinks, InMemoryOrderLinks, InInitializationOrderLinks
dlldum Modify the PEB_LDR_DATA address and LDR_DATA_TABLE_ETNRY T
P variables InLoadOrderLinks, InMemoryOrderLinks, InInitializationOrderLinks
handles Modify the ObjectTable variable of EPROCESS and dlllist T
DLL/ privs Modify the Token variable of the EPROCESS T
THREAD/
HANDLE vadinfo Modify the RightChild variable of the MMADDRESS_NODE T
vaddump Modify the RightChild variable of the MMADDRESS _NODE T
moddump Modify the Dllbase variable of the LDR_DATA_TABLE_ENTRY T
ldrmodules Modify the Dllbase variable of LDR_DATA_TABLE_ENTRY and RightChild T
variable of MM_ADDRESS_NODE
Modify the pool tag TcpL(4C 70 63 54) of the TCP_LISTENER
NETWORK netscan Modify the pool tag TcpE(45 70 63 54) of the TCP_ENDPOINT T
Modify the pool tag UdpA(41 70 64 55) of the UDP_ENDPOINT
INJECTION malfind Modify the Tag variable of the MMADDRESS_NODE T
modules Modify the PsLoadedModuleList variable of the KDDEBUGGER_DATA64 T
DRIVER
drvierscan Modify the pool tag Dris (44 72 69 F6) of the DRIVER_OBJECT T
FILE filescan Modify the pool tag Fila(46 69 6C E5) of the FILE_OBJECT T
hivescan Modify the pool tag CM10(30 31 4D 43) of the CMHIVE and T
Modify the registry startup signature E0 BE E0 BE
REGISTRY hivelist Modify the pool tag CM10(30 31 4D 43) of the CMHIVE and T
Modify the registry startup signature EO BE E0 BE
userassist Modify the pool tag CM10(30 31 4D 43) of the CMHIVE T
Modify the pool tag IoFs(73 46 6F 49) of the NOTIFICATION_PACKET
CALLBACK callbacks Modify the pool tag IoSh(68 53 6F 49) of the SHUTDOWN_PACKET T
Modify the pool tag Cbrb(62 72 62 43) of the GENERIC_CALLBACK
Modify the EPROCESS variables ActiveProcessLinks, SessionProcessLinks,
psxview Win32Process, ExitTime and OBJECT HEADER's Typelndex variable and T
POOL_HEADER's pool tag Proa(50 72 6F E3)
ROOTKIT procdump Modify the ImageBaseAddress variable of PEB sturcture and DTB T
apihooks Modify the starting address of the LDR_DATA _TABLE_ENTRY structure T
modscan LDR_DATA_TABLE_ETNRY T
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VI. Discussion and Limitation
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